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Attacker's Solution
Overcoming Stochasticity in Hardware Trojan Design…

…Allows for More Complex, Remote, Application-Level Attacks.
New ChallengesNew Threats & Objectives
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Empirical trigger conditions.
The power of numbers!

𝑷𝒓 𝑨 =
𝟑𝟐
𝟐

!𝟏

Probability Finding the 
Correct Set of 64-bit GPRs

𝑷𝒓(𝑩) = (𝟐𝟏𝟐𝟖)!𝟏

Probability Finding the 
Correct 128-bit Trigger ValueHi
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I’ll trigger
remotely!
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CPU
 signals

Toggling Rate
(trans / sec)

dtlb_hit 15000

is_store 5000

… …

cpu_privilege 400

DAC Young Fellows

I’ll use the same
payload…
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…but different
trigger sequences! 


